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Introduction

What is actually Intrusion Detection System
(IDS)?

* A component of computer and network
infrastructure which is aimed at detecting
attacks against computer systems and
networks, or information system.

IDS implementation:
 As a hardware installed on the network

« Or as an agent on an existing piece of
hardware that is connected to the network.




Introduction

Component of IDS
— Information Collection
— Detection
— Response

Parameters of IDS
— Accuracy
— Performance
— Completeness




Introduction

IDS Classification

« Sources
* Application-based
 Host-based
 Network-based
* Hybrid

« Detection Mechanism
 Misuse detection
 Anomaly based

* Hybrid
« Response
 Active

e Passive




Challenges of IDS

* Runtime limitations
» Specification of detection signatures
* Dependency on environment

ligh rate of false alarms — the limiting
factor for the performance of an
Intrusion detection system

Is fine-tuning effective?




Potential Solutions

* Data mining

The creation of complex database which is used
to record data related to specific activities.
Through the data generated, a pattern or
model will be developed by knowledge seeker
based on the accumulated data processed by
the algorithm implemented on the front end
application.

« Examples:

— Applying the concept of root cause (“the reason for
which alerts occur”) (Dain and Cunningham 2001)

— Sequential pattern mining and episode rules (Lee and
Stolfo 2000)




Potential Solutions

* Machine learning technique

Referring to a system capable of the
autonomous acquisition and integration
of knowledge

* Example:

— Alert Classification - true positives and
false positive (Pietraszek 2004)




Potential Solutions

» Co-simulation mechanism (based on
a biological immune mechanism)
(Qiao and Weixin 2002)

— Integrating the misuse detection
technique with the anomaly detection
technique

— Applying a co-stimulation mechanism

Alarm Correlation




Alert Correlation

“Correlating alarms”: combining the
fragmented information contained in the
alert sequences and interpreting the

whole flow of alerts
Functional requirements:
* Modifying alarms
e Suppressing alarms
Clearing active alarms
Generating new alarms
Delaying alarms




Existing methods of Alarm Correlation

« Correlating alerts based on the prerequisites
of intrusion - providing a high level of
representation of the correlated alerts, and thus
reveals the structure of series of attacks. (Ning et
al. 2001)

« Correlating alerts based on the similarities
between alert features - grouping alerts into
scenario depending on the number of matching
attributes from the most general to the most
specific cases. (Debar and Wespi 2001)
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Existing methods of Alarm Correlation

 Alarm correlation based on chronicle
formalism -2 multi-event correlation
component using input IDS alerts (Morin
and Debar 2003)

* Probabilistic approach to alert
correlation - providing a mathematical
framework for fusing alerts that match
closely but not perfectly (Valdes and
Skinner 2001)
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Future Development of IDS techniques

Why use Artificial Intelligence?
» Flexibility (vs. threshold definition)
« Adaptability (vs. specific rules)

« Pattern Recognition (and detection of new
patterns)

« Faster computing (faster than human)
* Learning abilities

Al tools:

 Neural Network
* Fuzzy logic
e Others
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Future Development of IDS techniques

Artificial Neural Network

Neural Network - identifying the typical
characteristics of system user and statistically
identify significant variations from the user’s
established behaviours.

Type of Neural Network

« Multilayer perceptron

« Self Organising Map

« Radial basis neural networks
» Support Vector Machine

e Other
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Future Development of IDS techniques

Potential implementation of Artificial Intelligence
techniques on alert correlation:

« Multilayer perceptron and Support Vector
Machine
— Probabilistic output of these methods support the causal

relationships of alerts, which is helpful for constructing
attack scenarios (Zhu and Ghorbani 2006)

e Fuzzy Cognitive Modelling

— A causal knowledge based reasoning mechanism with
fuzzy cognitive modelling is used to correlate alerts by
discovering causal relationships in alert data (Siraj and
Vaughn 2005)
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Conclusions

» The problem of high false alarm rate has become
one of the most critical issues faced by IDS
today.

 The future of IDS lies on data correlation

« Alarm correlation mechanism aims at acquiring
Intrusion detection alerts and relating them
together to expose a more condensed view of the
security issues.

« Artificial Intelligence plays an important role in
improving the performance of IDS technology.
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Conclusions

Benefit of Artificial Intelligence:
 Flexibility (vs. threshold definition)
» Adaptability (vs. specific rules)

» Pattern Recognition (and detection of
new patterns)

» Faster computing (faster than
human)

» Learning abilities
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